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WHO GOT HACKED? AMERICAN EXPRESS
Home Blog Who Got Hacked? Who Got Hacked? American Express

There was a time when savvy shoppers would ask retailers for

the carbon copy print of their credit card receipts when an

imprint was taken. This would prevent an unscrupulous clerk

from using the card information or selling it off. But that’s how

trustworthy shoppers were, all of their credit card information

was right there ready to be pilfered by just about anyone.
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Since the advent of electronic point of sale terminals, credit card

data is less likely to be left out in the open, although this isn’t

always the case. 

Attackers who are intent on stealing this type of information

have to rely on sophisticated methods to pilfer this information

from a retail establishment. When a successful hack is able to

compromise �nancial information, the issuing credit card

company is often quick to levy �nes against the retailer for

violating the PCI-DSS security standards. But when that data

comes from the credit card company themselves it makes for

quite an interesting story.

On June 3, 2014 American Express announced some of their

customers will be receiving a breach noti�cation letter because

part of their data was published online by a group called

Anonymous Ukraine earlier this year.

WHO WAS AFFECTED?
Researchers state that 668,279 American Express records were

released by the group. Of those victims, 76,608 were California

residents that prompted American Express to notify the

California Attorney General’s O�ce. In addition to the Amex

customers: 3,255,663 Visa, 1,778,749 Mastercard, and 362,132

Discover records were also published as part of this initiative

bringing the total of this to 6,064,823. The group also disclosed

information about 1 million cards in an earlier attack bringing the

total to over 7 million cardholder records having been exposed.

Roughly 4,000 records contained with full user data including

social security number, credit card, card expiration date, name,

pins, birthdates, states, and zip codes.

HOW DID THIS HAPPEN?
Card providers are still looking into how this information was

compromised. Research shows that it may not have been

Anonymous who originally compromised the data. In the past,

the group has made information public that was part of an
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attack they were not responsible for, such as with the Heartland

Payment breach back in 2007. In this recent data dump, the

earliest expiration year appears to be 2011 which means that it

is not information from the Heartland breach. It also means that

this data was not recently compromised either.

Dumps posted to Pastebin from Anonymous indicate that if they

were responsible for initially obtaining this information then they

likely came from ATMs or Point of Sale terminals. Using

skimmer devices or malware, hackers are able to capture Track

1 and Track 2 data from the card’s magnetic stripe and send that

information to a command and control server or store it on a

skimmer device to be picked up later.

HOW WERE CONSUMERS NOTIFIED?
American Express stated in its letter to the California Attorney

General’s O�ce that those who reside in California will receive a

breach noti�cation letter shortly.

“We are strongly committed to the security of our Cardmembers’

information and strive to let you know about security concerns

as soon as possible,” the customer letter states.

“At this time, we believe the recovered data may include your

American Express Card account number, the card expiration

date, the date your card became effective and the four digit code

printed on the front of your card. Importantly, your Social

Security number was not impacted and our systems have not

detected any unauthorized activity on your Card account related

to this incident.”

Amex stated that 18,086 of those California residents were

exempt from noti�cation because their names were not

released, however, they planned on sending them a noti�cation

as well. None of the other credit card companies have made

public their intentions on notifying their customers as of yet.

HOW WERE CONSUMERS IMPACTED?
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Customers were advised the check recent transactions, place

fraud alerts on their accounts and check their credit reports.

According to Scott Mitic, a vice president at Equifax, “On the

spectrum of breaches, credit card info isn’t as damaging as

personal information such as social security numbers, and

birthdays, which can be used inde�nitely for identity theft.”

HOW WAS THE COMPANY IMPACTED?
Since the major credit card companies are all part of this breach,

it is unlikely that Amex will suffer too much in the eyes of the

public. Add to this the fact that they responded, before the

others, and they can walk away from this being the company

who responded quickly on behalf of their customers.

American Express did reassure customers that they would not

be held responsible for any fraudulent purchases made using

their cards. With so many card numbers being exposed, it is

likely that Amex will be held accountable for purchases.

HOW CAN THEY FIX IT?
American Express, along with the other credit card companies

involved in this incident, will need to re-examine how credit cards

are secured moving forward. Currently, PCI-DSS compliance is a

good start but it hardly addresses the sophisticated attacks that

we are seeing on a daily basis against large and small retailers.

Efforts to protect against fraud have shown that �aws in these

technologies could result in giving attackers even more holes to

exploit.

One solution might be to start instituting multifactor

authentication. While this may slow down the checkout process

and make things a bit more di�cult on shoppers, it certainly

beats the alternative. Just ask anyone who has spent hours

cleaning up their credit rating after their card data was stolen.
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Tags:  financial hacked Security technology

Author: Dean Weaver
Dean has worked in the �eld of Information Technology

Security for over 10 years. He is an Analyst and Trainer

specializing in detecting and patching website

vulnerabilities.
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